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QUESTION 1
Which Cisco ISE service allows an engineer to check the compliance of endpoints before connecting to the network?
A. personas
B. Qualys
C. nexpose
D. posture
Correct Answer: D
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010110.html
Posture is a service in Cisco Identity Services Engine (Cisco ISE) that allows you to check the state, also known as
posture, of all the endpoints that are connecting to a network for compliance with corporate security policies. This allows
you to control clients to access protected areas of a network.


QUESTION 2
Which two probes must be enabled for the ARP cache to function in the Cisco ISE profile service so that a user can
reliably bind the IP address and MAC addresses of endpoints? (Choose two.)
A. NetFlow
B. SNMP
C. HTTP
D. DHCP
E. RADIUS
Correct Answer: DE
Cisco ISE implements an ARP cache in the profiling service so that you can reliably map the IP addresses and the
MAC addresses of endpoints. For the ARP cache to function, you must enable either the DHCP probe or the RADIUS
probe. The DHCP and RADIUS probes carry the IP addresses and the MAC addresses of endpoints in the payload
data. The DHCP-requested address attribute in the DHCP probe and the Framed-IP-address attribute in the RADIUS
probe carries the IP addresses of endpoints, along with their MAC addresses, which can be mapped and stored in the
ARP cache.
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010100.html


QUESTION 3
What allows an endpoint to obtain a digital certificate from Cisco ISE during a BYOD flow?
A. Network Access Control
B. My Devices Portal
C. Application Visibility and Control
D. Supplicant Provisioning Wizard
Correct Answer: A


QUESTION 4
Which two events trigger a CoA for an endpoint when CoA is enabled globally for ReAuth? (Choose two.)
A. endpoint marked as lost in My Devices Portal
B. addition of endpoint to My Devices Portal
C. endpoint profile transition from Aop.e-dev.ee to Apple-iPhone
D. endpoint profile transition from Unknown to Windows 10-Workstation
E. updating of endpoint dACL.
Correct Answer: CD


QUESTION 5
Which profiling probe collects the user-agent string?
A. DHCP
B. AD
C. HTTP
D. NMAP
Correct Answer: C


QUESTION 6
Which two components are required for creating a Native Supplicant Profile within a BYOD flow? (Choose two )
A. Windows Settings
B. Connection Type
C. iOS Settings
D. Redirect ACL
E. Operating System
Correct Answer: BE


QUESTION 7
In which two ways can users and endpoints be classified for TrustSec?
(Choose two.)
A. VLAN
B. SXP
C. dynamic
D. QoS
E. SGACL
Correct Answer: AE


QUESTION 8
Which two endpoint compliance statuses are possible? (Choose two.)
A. unknown
B. known
C. invalid
D. compliant
E. valid
Correct Answer: AD


QUESTION 9
Which default endpoint identity group does an endpoint that does not match any profile in Cisco ISE become a member
of?
A. Endpoint
B. unknown
C. blacklist
D. white list
E. profiled
Correct Answer: B
If you do not have a matching profiling policy, you can assign an unknown profiling policy. The endpoint is therefore
profiled as Unknown. The endpoint that does not match any profile is grouped within the Unknown identity group. The
endpoint profiled to the Unknown profile requires that you create a profile with an attribute or a set of attributes collected
for that endpoint.
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html


QUESTION 10
If a user reports a device lost or stolen, which portal should be used to prevent the device from accessing the network
while still providing information about why the device is blocked?
A. Client Provisioning
B. Guest
C. BYOD
D. Blacklist
Correct Answer: D
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/BYOD_Design_Guide/Managing_Lost_or_Stolen_Device.html#90273
The Blacklist identity group is system generated and maintained by ISE to prevent access to lost or stolen devices. In
this design guide, two authorization profiles are used to enforce the permissions for wireless and wired devices within
the Blacklist:
1.
Blackhole WiFi Access
2.
Blackhole Wired Access


QUESTION 11
Which two task types are included in the Cisco ISE common tasks support for TACACS+ profiles?
(Choose two.)
A. Firepower
B. WLC
C. IOS
D. ASA
E. Shell
Correct Answer: BE
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_0100010.html
TACACS+ ProfileTACACS+ profiles control the initial login session of the device administrator. A session refers to each
individual authentication, authorization, or accounting request. A session authorization request to a network device
elicits
an ISE response. The response includes a token that is interpreted by the network device, which limits the commands
that may be executed for the duration of a session. The authorization policy for a device administration access service
can
contain a single shell profile and multiple command sets.
The TACACS+ profile definitions are split into two components:
1.
Common tasks
2.
Custom attributes
There are two views on the TACACS+ Profiles page (Work Centers > Device Administration > Policy Elements > Results
> TACACS Profiles)–Task Attribute View and Raw View. Common tasks can be entered using the Task Attribute View
and custom attributes can be created in the Task Attribute View as well as the Raw View.
The Common Tasks section allows you to select and configure the frequently used attributes for a profile. The attributes
that are included here are those defined by the TACACS+ protocol draft specifications. However, the values can be
used
in the authorization of requests from other services. In the Task Attribute View, the ISE administrator can set the
privileges that will be assigned to the device administrator. The common task types are:
1.
Shell
2.
WLC
3.
Nexus
4.
Generic
The Custom Attributes section allows you to configure additional attributes. It provides a list of attributes that are not
recognized by the Common Tasks section. Each definition consists of the attribute name, an indication of whether the
attribute is mandatory or optional, and the value for the attribute. In the Raw View, you can enter the mandatory
attributes using an equal to (=) sign between the attribute name and its value, and optional attributes are entered using an
asterisk (*) between the attribute name and its value. The attributes entered in the Raw View are reflected in the Custom
Attributes section in the Task Attribute View and vice versa. The Raw View is also used to copy-paste the attribute list
(for example, another product\\’s attribute list) from the clipboard onto ISE. Custom attributes can be defined for
nonshell services.


QUESTION 12
What is needed to configure wireless guest access on the network?
A. endpoint already profiled in ISE
B. WEBAUTH ACL for redirection
C. valid user account in Active Directory
D. Captive Portal Bypass turned on
Correct Answer: D


QUESTION 13
Which description of the use of low-impact mode in a Cisco ISE deployment is correct?
A. It continues to use the authentication open capabilities of the switch port, which allows traffic to enter the switch
before an authorization result.
B. Low-impact mode must be the final phase in deploying Cisco ISE into a network environment using the phased
approach.
C. It enables authentication (with authentication open), sees exactly which devices fail and which succeed, andcorrects
the failed authentications before they
D. The port does not allow any traffic before the authentication (except for EAP, Cisco Discovery Protocol, and LDP),
and then the port is assigned to specific authorization results after the authentication
Correct Answer: C
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